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1. Hassan, M., & Bashir, M. (2026). User privacy expectations in connected heart devices. In Annual PrivaCI 

Symposium. 
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Human-Computer Interaction (HCII 2025), CCIS 2525. 
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Effectiveness of African Privacy Laws in the Age of AI. TPRC53: 53rd Research Conference on 

Communications, Information, and Internet Policy, Washington D.C. https://doi.org/10.2139/ssrn.5359576 
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Publications in 2023/2024/2025/2026 related to Information Security: 

 
18. Yener, R., Hassan, M., & Bashir, M. (2025, July). Threats and security strategies for IoMT infusion pumps. 
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users through review analysis. HCI International 2025 Conference. (Under review). 
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23. Hassan, M., Jameel, M., & Bashir, M. (2023). An exploratory study of malicious link posting on social 
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24. Wang, T., Hassan, M., & Bashir, M. (2026). AI-driven digital twin system auditor for secure and 

trustworthy EHR operations. In TRUST-AI 2026 (co-located with IEEE ICHI’26). 

25. Fike, A., Wang, T, Bashir, M. (2026) “Determinants of Trust in High-Stakes AI Agent Decision Support”, 

AHFE 2026 Conference, Fenerbahçe University, Istanbul, Türkiye, July 20-24 

26. Fike, A., Wang, T., Bashir, M. (2026) "Trust Calibration Under Risk: A Review of High-Stakes Human–AI 

Interaction and Collaboration", Conference, Intelligent Systems Conference (IntelliSys) 2026, September 

3–4, in Amsterdam, The Netherlands  

27. Eryue Xu, and Masooda Bashir. 2026. Trust Calibration as a Core Mechanism of Bidirectional Human-AI 

Alignment. Paper presented at the CHI 2026 BiAlign Workshop, Human-AI Interaction Alignment: 

Designing, Evaluating, and Evolving Value-Centered AI for Reciprocal Human-AI Futures, Barcelona, 

Spain. https://bialign-workshop.github.io/2026 

28. Yener, R., Chen, G.-H., Gumusel, E., & Bashir, M. (2025, November). Can I trust this chatbot? Assessing 

user privacy in AI-healthcare chatbot applications. In Proceedings of the 88th Annual Meeting of the 

Association for Information Science & Technology (Long Papers), Washington, DC, USA. 

https://dl.acm.org/doi/abs/10.1002/pra2.1299 

29. Tang, L., Bashir, M. "'When Robots Say Sorry in High-Stake Environment: Emotional Connection Might 

Matter More Than Explanations'," IEEE 5th International Conference on Human-Machine Systems 

(ICHMS), Abu Dhabi, UAE, 26-28 May 2025. (Under Review) 

30. Tang, L., & Bashir, M. (2024). Vulnerability and Experience: Unpacking the Dynamics of Trust in 

Autonomous Vehicle Adoption. In Proceedings of the 10th Intelligent Systems Conference 2024. 

Amsterdam, The Netherlands. 

31. Tang, L., & Bashir, M. (2024). A Comprehensive Analysis of Public Sentiment towards ChatGPT's Privacy 

Implications. In Proceedings of the 26th International Conference on Human-Computer Interaction (HCII). 

Washinton DC, USA. 

32. Tang, L., & Bashir, M. (2024). Examining Trust's Influence on Autonomous Vehicle Perceptions. In 

Proceedings of the 35th IEEE Intelligent Vehicles Symposium (IV 2024). Jeju Island, Korea 

33. Tang, L., & Bashir, M. (2024). The Impact of Perceived Risk on Trust in Human-Robot Interaction. In 

Proceedings of the 16th International Conference on Social Robotics +AI (ICSR 2024). Copenhagen, 
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34. Ferronato, P., Tang, L., & Bashir, M. (2023). The effects of situational variables on the development of 
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Computer Interaction (HCI International 2023). 

35. Tang, L., & Bashir, M. (2023). Effects of self-avatar similarity on user trusting behavior in virtual reality 

environment. In Proceedings of the 25th International Conference on Human-Computer Interaction (HCI 

International 2023). 

36. Tang, L., & Bashir, M. (2023c, September). Do We Trust Embodied Agents who Look Like us? 2023 

International Conference on Intelligent Metaverse Technologies &amp; Applications (iMETA). 

https://doi.org/10.1109/imeta59369.2023.10294444 

37. Tang, L., & Bashir, M. (2023b, August). Exploring the Influence of Self-Avatar Similarity on Human-

Robot Trust. 2023 32nd IEEE International Conference on Robot and Human Interactive Communication 

(RO-MAN). https://doi.org/10.1109/ro-man57019.2023.10309431 

38. Tang, L., Ferronato, P., & Bashir, M. (2023). Do Users’ Values Influence Trust in Automation? In Lecture 

Notes in Computer Science (pp. 297–311). Springer Nature Switzerland. https://doi.org/10.1007/978-3-031-

27199-1_30 

39. Tang, L., & Bashir, M. (2023a). Effects of Self-avatar Similarity on User Trusting Behavior in Virtual 

Reality Environment. In HCI International 2023 Posters (pp. 313–316). Springer Nature Switzerland. 

https://doi.org/10.1007/978-3-031-36004-6_43 

40. Ferronato, P., Tang, L., & Bashir, M. (2023). The Influence of Situational Variables Toward Initial Trust 

Formation on Autonomous System. In Lecture Notes in Computer Science (pp. 70–89). Springer Nature 

Switzerland. https://doi.org/10.1007/978-3-031-35678-0_5 

 

Publications prior to 2023: 

 
● Wang, T., Hayes, C. M., Chen, C., & Bashir, M. (2022, November). An Analysis of Mobile Gaming Apps’ 

Privacy Policies. 2022 IEEE Games, Entertainment, Media Conference (GEM). 

https://doi.org/10.1109/gem56474.2022.10017750 

● Wang, T., & Bashir, M. (2022a). An Analysis of Cloud Certifications’ Performance on Privacy Protections. 

Proceedings of the 8th International Conference on Information Systems Security and Privacy. 

https://doi.org/10.5220/0010783200003120 

● Wang, T., & Bashir, M. (2022b). Attitudes Towards the Use of COVID-19 Apps and Its Associated 

Factors. In Lecture Notes in Computer Science (pp. 492–501). Springer International Publishing. 

https://doi.org/10.1007/978-3-031-05563-8_31 

● Wang, T., Hayes, C. M., & Bashir, M. (2022). Developing a Framework of Comprehensive Criteria for 

Privacy Protections. In Advances in Information and Communication (pp. 905–918). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-98015-3_61 

● Muhawe, C.,Wang, H.Y, Wang, T, Hayes, C.M, Bashir, M. (2022)Libraries & Diminished Patron Privacy 

in the COVID-19 Health Crisis. Journal of Intellectual Freedom & Privacy, Vol7, No.2 

● Sharma, T., Dyer, H. A., Campbell, R. H., & Bashir, M. (2021). Mapping Risk Assessment Strategy for 

COVID-19 Mobile Apps’ Vulnerabilities. In Intelligent Computing (pp. 1082–1096). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-80119-9_72 

● Wang, T., Guo, L., & Bashir, M. (2021a). <scp>COVID</scp>-19 Apps and Privacy Protections from 

Users’ Perspective. Proceedings of the Association for Information Science and Technology, 58(1), 357– 

365. https://doi.org/10.1002/pra2.463 

● Muhawe, C., & Bashir, M. (2021). Extending Privacy Harms Toward a Non-Economic Perspective. 

Journal of Intellectual Freedom &amp; Privacy, 6(2), 3–5. https://doi.org/10.5860/jifp.v6i2.7524 

● Bashir, M., Bashir, M., Sharma, T., & Ferronato, P. (2021). Phishing Email Detection Method: Leveraging 

Data Across Different Organizations. HCI International. 

● Wang, T., & Bashir, M. (2020a). A Study of Social Media Behaviors and Mental Health Wellbeing from a 

Privacy Perspective. In Advances in Artificial Intelligence, Software and Systems Engineering (pp. 137–

144). Springer International Publishing. https://doi.org/10.1007/978-3-030-51328-3_20 

● Wang, T., & Bashir, M. (2021). Gaming Apps’ and Social Media Partnership: A Privacy Perspective. In 

Lecture Notes in Computer Science (pp. 475–487). Springer International Publishing. 

https://doi.org/10.1007/978-3-030-77392-2_30 

● Sharma, T., Wang, T., & Bashir, M. (2020, October). Advocating for Users’ Privacy Protections: A Case 

study of COVID-19 apps. 22nd International Conference on Human-Computer Interaction with Mobile 
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● Sharma, T., & Bashir, M. (2020c). Use of apps in the COVID-19 response and the loss of privacy 

protection. Nature Medicine, 26(8), 1165–1167. https://doi.org/10.1038/s41591-020-0928-y 

● Sharma, T., Bambenek, J. C., & Bashir, M. (2020). Preserving privacy in cyber-physical-social systems: 

An anonymity and access control approach. ISSN 1613-0073. 

● Sharma, T., & Bashir, M. N. (2020e). Are PETs (Privacy Enhancing Technologies) Giving Protection for 

Smartphones? - A Case Study. CoRR, abs/2007.04444. https://arxiv.org/abs/2007.04444 

● Zheng, Q., & Bashir, M. (2020). Investigating the Differences in Privacy News Based on Grounded 

Theory. In Advances in Intelligent Systems and Computing (pp. 528–535). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-51549-2_70 

● Sharma, T., & Bashir, M. (2020b). Privacy Apps for Smartphones: An Assessment of Users’ Preferences 

and Limitations. In Lecture Notes in Computer Science (pp. 533–546). Springer International Publishing. 

https://doi.org/10.1007/978-3-030-50309-3_35 

● Sharma, T., Wang, T., Di Giulio, C., & Bashir, M. (2020). Towards Inclusive Privacy Protections in the 

Cloud. In Applied Cryptography and Network Security Workshops (pp. 337–359). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-61638-0_19 

● Huang, H.-Y., & Bashir, M. (2020). “Seeking Privacy Makes Me Feel Bad?”: An Exploratory Study 

Examining Emotional Impact on Use of Privacy-Enhancing Features. In Advances in Information and 

Communication (pp. 600–617). Springer International Publishing. https://doi.org/10.1007/978-3-030-

39445-5_44 

● Ferronato, P., & Bashir, M. (2020b). Does the Propensity to Take Risks Influence Human Interactions with 

Autonomous Systems? In Advances in Human Factors in Cybersecurity (pp. 23–29). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-52581-1_4 

● Ferronato, P., & Bashir, M. (2020a). An Examination of Dispositional Trust in Human and Autonomous 

System Interactions. In Lecture Notes in Computer Science (pp. 420–435). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-49065-2_30 

● Huang, H.-Y., Twidale, M., & Bashir, M. (2019). ‘If You Agree with Me, Do I Trust You?’: An 

Examination of Human-Agent Trust from a Psychological Perspective. In Intelligent Systems and 

Applications (pp. 994–1013). Springer International Publishing. https://doi.org/10.1007/978-3-030-29513-

4_73 

● Liu, C., Huang, H.-Y., Albarracin, D., & Bashir, M. (2018). Who Shares What with Whom? Information 

Sharing Preferences in the Online and Offline Worlds. In Advances in Human Factors in Cybersecurity 

(pp. 149–158). Springer International Publishing. https://doi.org/10.1007/978-3-319-94782-2_15 

● Huang, H., & Bashir, M. (2018). Surfing safely: Examining older adults’ online privacy protection 

behaviors. Proceedings of the Association for Information Science and Technology, 55(1), 188–197. 

https://doi.org/10.1002/pra2.2018.14505501021 

● Bashir, M., Di Giulio, C., & Kamhoua, C. A. (2018). Certifications past and future: A future model for 

assigning certifications that incorporate lessons learned from past practices. Assured Cloud Computing, 

277–311. 

● Goel, S., Bambenek, J., & Bashir, M. (2018). Ransomware: recommendations against the extortion. In 11th 

IADIS International Conference Information Systems 2018, IS 2018 (pp. 193-200). IADIS. 

● Di Giulio, C., Sprabery, R., Kamhoua, C., Kwiat, K., Campbell, R. H., & Bashir, M. N. (2017b, June). 

Cloud Standards in Comparison: Are New Security Frameworks Improving Cloud Security? 2017 IEEE 

10th International Conference on Cloud Computing (CLOUD). https://doi.org/10.1109/cloud.2017.16 

● Di Giulio, C., Sprabery, R., Kamhoua, C., Kwiat, K., Campbell, R., & Bashir, M. N. (2017, May). IT 

Security and Privacy Standards in Comparison: Improving FedRAMP Authorization for Cloud Service 

Providers. 2017 17th IEEE/ACM International Symposium on Cluster, Cloud and Grid Computing 

(CCGRID). https://doi.org/10.1109/ccgrid.2017.137 

● Di Giulio, C., Sprabery, R., Kamhoua, C., Kwiat, K., Campbell, R. H., & Bashir, M. N. (2017a, March). 

Cloud security certifications: A comparison to improve cloud service provider security. Proceedings of the 

Second International Conference on Internet of Things, Data and Cloud Computing. 

https://doi.org/10.1145/3018896.3025169 

● Huang, H.-Y., & Bashir, M. (2017c). Users’ Trust in Automation: A Cultural Perspective. In Advances in 

Human Factors in Robots and Unmanned Systems (pp. 282–289). Springer International Publishing. 

https://doi.org/10.1007/978-3-319-60384-1_27 

● Huang, H.-Y., & Bashir, M. (2017d, October). Personal Influences on Dynamic Trust Formation in 
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● Huang, H.-Y., & Bashir, M. (2017a). Android App Permission and Users’ Adoption: A Case Study of 

Mental Health Application. In Lecture Notes in Computer Science (pp. 110–122). Springer International 

Publishing. https://doi.org/10.1007/978-3-319-58460-7_8 

● Bashir, M., Wee, C., Memon, N., & Guo, B. (2017). Profiling cybersecurity competition participants: Self-

efficacy, decision-making and interests predict effectiveness of competitions as a recruitment tool. 

Computers &amp; Security, 65, 153–165. https://doi.org/10.1016/j.cose.2016.10.007 

● Bloch, B. S., & Bashir, M. (2017). Privacy and Security of Cardiovascular Implantable Electronic Devices: 

Applying a Contextual Integrity Analysis. In Advances in Human Factors and Ergonomics in Healthcare 

and Medical Devices (pp. 569–580). Springer International Publishing. https://doi.org/10.1007/978-3-319-
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● Addawood, A., Zou, Y., & Bashir, M. (2017). Users’ Attitudes Towards the “Going Dark” Debate. In 

Advances in Human Factors in Cybersecurity (pp. 296–307). Springer International Publishing. 
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● Huang, H.-Y., & Bashir, M. (2017a). Android App Permission and Users’ Adoption: A Case Study of 
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● Wee, C., Bashir, M., & Memon, N. (2016). The cybersecurity competition experience: Perceptions from 

cybersecurity workers. In Twelfth Symposium on Usable Privacy and Security (SOUPS 2016). 

● Wee, C., & Bashir, M. (2016). Understanding the Personality Characteristics of Cybersecurity Competition 

Participants to Improve the Effectiveness of Competitions as Recruitment Tools. In Advances in Human 
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● Wee, J. M. C., Bashir, M., & Memon, N. (2016). {Self-Efficacy} in Cybersecurity Tasks and Its 

Relationship with Cybersecurity Competition and {Work-Related} Outcomes. In 2016 USENIX 

Workshop on Advances in Security Education (ASE 16). 

● Lamb, K., Huang, H.-Y., Marturano, A., & Bashir, M. (2016). Users’ Privacy Perceptions About Wearable 

Technology: Examining Influence of Personality, Trust, and Usability. In Advances in Human Factors in 

Cybersecurity (pp. 55–68). Springer International Publishing. https://doi.org/10.1007/978-3-319-41932-9_6 

● Huang, H.-Y., & Bashir, M. (2016c, December). Privacy by region: Evaluation online users’ privacy 

perceptions by geographical region. 2016 Future Technologies Conference (FTC). 
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● Huang, H.-Y., & Bashir, M. (2016d, December). Users’ perspective on designing inclusive privacy-

enhancing indicators. 2016 14th Annual Conference on Privacy, Security and Trust (PST). 
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● Huang, H.-Y., & Bashir, M. (2016b). The onion router: Understanding a privacy enhancing technology 

community: The Onion Router: Understanding a Privacy Enhancing Technology Community. Proceedings 

of the Association for Information Science and Technology, 53(1), 1–10. 
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● Lamb, K., Huang, H.-Y., Marturano, A., & Bashir, M. (2016). Users’ Privacy Perceptions About Wearable 
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